
1963 National Communications System (NCS) established.
1982 National Security Telecommunications Advisory

Committee (NSTAC) established.
1984 National Coordinating Center (NCC) established.
1988 Morris internet worm is an early example of a cyberattack.

CERT Coordination Center (CERT/CC) established.
1995 Presidential Decision Directive (PPD) 39, U.S. Policy 

on Counterterrorism [http://www.fas.org/irp/offdocs/
pdd39.htm]
Critical Infrastructure Working Group, headed by the attorney
general, makes recommendations to the president.

1996 Executive Order 13010, Critical Infrastructure Protection
[http://www.fas.org/irp/offdocs/eo13010.htm], is the first
national effort addressing the nation’s critical vulnerabilities.
It led to the formation of the President’s Commission on
Critical Infrastructure Protection (PCCIP).

1997 President’s Commission on Critical Infrastructure
Protection, Critical Foundations: Protecting America’s
Infrastructures [http://www.fas.org/sgp/library/pccip.pdf],
identified five interconnected infrastructures and
recommended a national strategy for protecting them
from physical and cyberthreats.

1998 Presidential Decision Directive (PPD) 63, Critical
Infrastructure Protection,
[http://www.fas.org/irp/offdocs/pdd/pdd-63.htm], initiated
a public-private partnership.

1999 General Accounting Office, Comprehensive Strategy Can
Draw on Year 2000 Experiences
[http://www.gao.gov/archive/2000/ai00001.pdf]

2000 National Plan for Information Systems Protection, Version
1.0 [http://www.fas.org/irp/offdocs/pdd/CIP-plan.pdf]

2001 “Report of the President of the United States on the
Status of Federal Critical Infrastructure Protection
Activities” [http://www.fas.org/irp/offdocs/pdd/
CIP_2001_CongRept.pdf]
Terrorist attacks on the World Trade Center and Pentagon,
September 11, 2001
Homeland Security Office established under Tom Ridge.
Executive Order 13231, Critical Infrastructure Protection,
2001 [http://www.ncs.gov/library/policy_docs/eo_13231.pdf]
Critical Infrastructure Protection Board established under
Richard Clark.

2002 Critical Infrastructure Information Act of 2002, Sections
721-724 of HR 5005, the Homeland Security Act of
2002 [http://www.dhs.gov/xlibrary/assets/CII_Act.pdf]
Cyber Security Research and Development Act of 2002

2003 National Strategy for the Physical Protection of Critical
Infrastructures and Key Assets [http://www.whitehouse.
gov/pcipb/physical_strategy.pdf]
The National Strategy to Secure Cyberspace
[http://www.whitehouse.gov/pcipb]
Information Analysis and Infrastructure Protection (IAIP)
directorate established.
CAN-SPAM ACT: Controlling the Assault of Non-Solicited
Pornography and Marketing Act of 2003, 15 U.S.C. §
7709 [http://uscode.house.gov/download/pls/15C103.txt]

2004 National Response Plan
[http://www.dhs.gov/xlibrary/assets/NRPbaseplan.pdf]

2006 National Asset Database developed.
Department of Homeland Security. Procedures for
Handling Critical Infrastructure Information; Final Rule,
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FR Doc 06-7378
[http://edocket.access.gpo.gov/2006/pdf]/06-7378.pdf]
FY2006 Infrastructure Protection Program [http://www.
dhs.gov/xlibrary/assets/FY2006IPPPressKit092506Final.pdf]
National Infrastructure Protection Plan (NIPP) 2006
[http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf]

2007 National Institute of Standards and Technology (NIST).
Guidelines on Securing Public Web Servers [http://
csrc.nist.gov/publications/nistpubs/800-44-ver2/
SP800-44v2.pdf]
April 27, 2007: Estonian CyberWar involved distributed
denial of service attacks from Russian websites.
August 2007: Center for Strategic and International
Studies (CSIS) establishes Commission on Cybersecurity
for the 44th president [http://csis.org/program/
commission-cybersecurity-44th-presidency] as a response
to a wave of damaging attacks in cyberspace on the U.S.
Sept. 28 – Oct. 1, 2007: Burmese antigovernment protests
result in Myanmar government cutting internet access.

2008 Commission to Assess the Threat to United States 
from Electromagnetic Pulse (EMP), Critical National
Infrastructure [http://www.empcommission.org/
docs/A2473-EMP_Commission-7MB.pdf]
January 2008: Defense Science Board (DSB) releases
“Task Force on Strategic Communication in the 
21st Century” [http://www.acq.osd.mil/dsb/reports/
2008-01-Strategic_Communication.pdf].
Director of National Intelligence releases Vision 2015: A
Globally Networked and Integrated Intelligence Enterprise
[http://www.dni.gov/Vision_2015.pdf].
January 2008: U.S. Secret Service and CERT/SEI release
Insider Threat Study: Illicit Cyber Activity in the
Government Sector
[www.cert.org/archive/pdf/insiderthreat_gov2008.pdf].
March 2008: The National Security Strategy of the
United Kingdom: Security in an interdependent world
presented to British Parliament [http://interactive.cabinet
office.gov.uk/documents/security/national_
security_strategy.pdf]. 
August 2008: South Ossetia War, also known as the
Russia–Georgia War, included hacking of local servers 
and distributed denial of service.
October 2008: National Cyber Security Awareness Month
October 2008: Arbor Networks’ “Worldwide Infrastructure
Security Report, vol.  IV” [http://www.arbornetworks.
com/report] released.
Oct. 15, 2008: Georgia Tech Information Security Center
(GTISC) releases “Emerging Cyber Threats Report for
2009: Data, Mobility and Questions of Responsibility Will
Drive Cyber Threats in 2009 and Beyond”  [http://www.
gtisc.gatech.edu/pdf]/CyberThreatsReport2009.pdf]. 
November 2008: U.S. Department of Energy releases
audit report, “Cyber Security Risk Management Practice
at the Southeastern, Southwestern, and Western Area 

November 2008 continued

Power Administrations DOE/IG-0805” [http://www.
ig.energy.gov/documents/IG-0805.pdf].   
December 2008: Center for Strategic and International
Studies releases “Securing Cyberspace for the 44th
Presidency: A Report of the CSIS Commission on
Cybersecurity for the 44th Presidency” [http://www.csis.org/
media/csis/pubs/081208_securingcyberspace_44.pdf].

2009 Jan. 18, 2009: Kyrgyzstan experiences denial-of-service
attacks originating in Russia.
Jan. 29, 2009: U.S. Department of Homeland Security
releases 2009 National Infrastructure Protection Plan
[http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf]. 
February 2009: U.K.’s Chatham House releases 
Cyber-Security and Politically, Socially and Religiously
Motivated Cyber-Attacks [http://www.chathamhouse.org.
uk/files/13346_0209_eu_cybersecurity.pdf]. 
April  1, 2009: Senate Bill 773, Cybersecurity Act 
of 2009, introduced in U.S. Senate [http://thomas.
loc.gov/cgi-bin/bdquery/z?d111:s.00773:]. 
April 29, 2009: National Research Council (NRC)
releases Technology, Policy, Law, and Ethics Regarding
U.S. Acquisition and Use of Cyberattack Capabilities
[http://www.nap.edu/catalog.php?record_id=12651].
May 1, 2009: Liberation Tigers of Tamil Eelam (LTTE)
briefly hacked into the Sri Lankan Army and Sri Lanka
Government’s website, inserting gruesome pictures.
May 4, 2009: U.S. Department of Transportation releases
the report “Review of Web Applications Security and
Intrusion Detection in Air Traffic Control Systems 
FI-2009-049” [http://www.oig.dot.gov/Stream
File?file=/data/pdf]docs/ATC_Web_Report.pdf]. 
May 8, 2009: Gen. Kevin Chilton announces that the 
Law of Armed Conflict will apply to cyberwar.
May 11, 2009: Cyberwar Games conducted at West Point
with help of National Security Agency.
May 29, 2009: White House announced Cybersecurity
Policy Review and creation of White House 
Cybersecurity Office.
June 10, 2009: Georgia accuses Russia of jamming 
FM Radio.
June 16, 2009: Iranian election protests result in denial
of service and censoring of the internet.
June 23, 2009: Defense Secretary Robert M. Gates
announces the creation of the United States
Cybercommand, nominating Lt. Gen. Keith Alexander,
currently director of the National Security Agency, 
as commander.
June 27, 2009: Keesler AFB in Biloxi, Miss., selected for
cybersecurity training.
July 4–9, 2009: Distributed denial of service and botnet
cyberattacks against South Korean and United States
government and commercial websites.
July 16, 2009: U.S. Department of Energy Argonne
develops cyber Neighborhood Watch.

2006 continued from page 1
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